INTELLIGENT SEAS GROUP

LEVEL OF COURSE Awareness

DURATION 60 minutes

SUITABLE FOR All seafarers

PRE-REQUISITES None

STANDARD(S) International Maritime Organization (IMO)
LANGUAGE English

In this Cyber Security At Sea elearning course, delegates will learn what cyber
security means and how to manage cyber risk at sea. They will learn about the
potential consequences of cyber security breaches and how to protect the ship
against a cyber-attack, as well as studying some recent cyber incidents that have
affected the shipping industry.

This highly interactive, fully online course contains high quality graphics and images
to keep the learning material relevant and relatable.

End-of-module assessments and frequent knowledge checks within each module
enable the learner to track their progress. Delegates will gain a certificate upon
successful completion.
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LEARNING OUTCOMES

Module 1: What are the Risks?

1. Define cyber security and cyber risk management

2. Identify cyber security threats and where they come from

3. Explain the consequences that cyber security breaches can have for the ship
Module 2: Managing Risk

4. Describe how to assess risks to the ship’s cyber security

5. Describe how risks to cyber security can be reduced

6. Explain how to respond to a cyber security breach or attack

7. Describe what measures you can take to protect the ship’s cyber security
Module 3: Cyber Security Incidents

8. Describe the events of the 2017 Maersk incident and how similar events could be
prevented in future

9. Describe the events of the Carnival incidents and how similar events could be
prevented in future

10. Describe the events of the 2020 IMO incident and how similar events could be
prevented in future

ASSESSMENT

End of course assessment with an 80% pass mark.




